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Pursuant to EU Decree 2016/679 on the protectiamatiral persons with regard to the pro-
cessing of personal data and on the free movenfestiah data, and repealing Directive
95/46/EC (General Data Protection Regulation) hiemnore Act CXIl of 2011. on information
self-determination and freedom of information (lveaéer referred to as Infotv.), Act CCIV of
2011 on the national higher education (hereinaéifarred to as: Nftv.), Govt. Decree 87/2015.
(IV. 9.) on the implementation of certain provissoof the national higher education act (here-
inafter referred to as: Vhr.), in accordance witheo provisions of relevant legislation and
university rules, the Senate of Kaposvar Univer@igreinafter referred to as University) shall
create the following rules.

GENERAL PROVISIONS
1. § Scope, purpose
(1) The personal scope of the regulations covéiadividuals employed by the University in
the following legal statuses
a) public employment, management contract or otherkvagreements (public interest
voluntary agreement, students’ work agreement,adacstudent contract, hereinafter
together: other work agreement statuses),

b) students (including auditing students), doctoraldidates

c) statuses not covered in items a)-b), participahtedalt training programmes, courses
organised, operated by the University (hereinadfigether: adult education); applicants

for doctoral degree obtainment procedures or ppdting in such; users of the library
system of the University

d) statuses not covered in item a), applicants foiliketion procedures or participating in
such,

e) furthermore, individuals using University infrastture in connection with Sections 22-
24. of the Regulations.

(2) The personal scope also extends to individwals:

» though not in legal relationship, the Universityrmages, or is obliged to manage pur-
suant to legislation, their data — either in ortdegstablish such relationship or after the
relationship is terminated,

» participate in University data processing actigtie any capacity.

(3) The material scope of the regulations cover

» all data management and data processing activities,

» all data either personal, of public interest oremssible on public interest grounds,
whether the management is performed with autom#gettes or manually.

University data management activities related teqeal data are contained in the Data man-
agement records.

(4) The aim of the Regulations is to ensure thatrttanagement and protection of registries,
data is carried out safely, pursuant to legislatpmeventing unauthorised access to data, any
alteration or disclosure thereof. Also, at instdnal level, the regulation shall define the order
of access to data of public interest generatekeatUniversity and establish the range of public
information required to be published and fundamesgeurity provisions.

(5) The scope of this regulation does not inclutdnical data security in connection with IT
devices, which shall be provided for in Kaposvaidrsity IT Security Regulation (hereinaf-
ter: IBSZ).

2.8 Interpretative provisions
Pursuant to those laid down in 3.8 of Infotv.:
1. data subjectany natural person directly or indirectly ideraifle by reference to specific
personal data;



2. personal datadata relating to the data subject, in particulardference to the name and
identification number of the data subject or onenore factors specific to his physical, physi-
ological, mental, economic, cultural or social itignas well as conclusions drawn from the
data in regard to the data subject;

3. special data

a) personal data revealing racial origin or natiibyapolitical opinions and any affiliation
with political parties, religious or philosophidaéliefs or trade-union membership, and per-
sonal data concerning sex life,

b) personal data concerning health, pathologicdicéidns, or criminal record,;

4. criminal personal datapersonal data relating to the data subject or filedfin to any
prior criminal offense committed by the data subgetd that is obtained by organizations au-
thorized to conduct criminal proceedings or invgadions or by penal institutions during or
prior to criminal proceedings in connection withrane or criminal proceedings;

5. data of public interesinformation or data other than personal data, teggd in any mode
or form, controlled by the body or individual pemfang state or local government responsibil-
ities, as well as other public tasks defined byslatjon, concerning their activities or generated
in the course of performing their public tasksegpective of the method or format in which it
is recorded, its single or collective nature; imtjgalar data concerning the scope of authority,
competence, organisational structure, professiaci@lities and the evaluation of such activi-
ties covering various aspects thereof, the typgatd held and the regulations governing oper-
ations, as well as data concerning financial mamagé and concluded contracts;

6. data public on grounds of public intereany data, other than public information, that are
prescribed by law to be published, made availablgtleerwise disclosed for the benefit of the
general public;

7.the data subject’s conserany freely and expressly given specific and infedrmdication
of the will of the data subject by which he sigesihis agreement to personal data relating to
him being processed fully or to the extent of sfi@operations;

8. the data subject’s objectiom declaration made by the data subject objectirtge pro-
cessing of their personal data and requestingetimaination of data processing, as well as the
deletion of the data processed;

9. controller: natural or legal person, or organisation with@gfal personality which alone
or jointly with others determines the purposes argéns of the processing of data; makes and
executes decisions concerning data processinguimg the means used) or have it executed
by a data processor;

10. data processingany operation or the totality of operations pearfed on the data, irre-
spective of the procedure applied; in particulaflecting, recording, registering, classifying,
storing, modifying, using, querying, transferringjsclosing, synchronising or connecting,
blocking, deleting and destructing the data, as agpreventing their further use, taking pho-
tos, making audio or visual recordings, as welteggstering physical characteristics suitable
for personal identification (such as fingerprintgpalm prints, DNA samples, iris scans);

11.data transfer:ensuring access to the data for a third party;

12.disclosure:ensuring open access to the data;

13.data erasuremaking data unrecognisable in a way that it carenagain be restored;

14.tagging data:marking data with a special ID tag to differersiét

15. blocking of datamarking data with a special ID tag to indefinitelydefinitely restrict
its further processing;

16.data destructioncomplete physical destruction of the data careeording the data;

17.data processperforming technical tasks in connection with dat@cessing operations,
irrespective of the method and means used for ¢xegcthe operations, as well as the place of
execution, provided that the technical task isqrenkd on the data;



18.data processorany natural or legal person or organisation withegal personality pro-
cessing the data on the grounds of a contracydliry) contracts concluded pursuant to legis-
lative provisions;

19.data sourcethe body responsible for undertaking the publgpomsibility which gener-
ated the data of public interest that must be dssd through electronic means, or during the
course of operation in which this data was gendrate

20.data disseminatora public body responsible for undertaking the putdsponsibility to
upload the data sent by the data source if it bagpublished the data;

21.data set:all data processed in a single file;

22.third party: any natural or legal person, or organisation witHegal personality other
than the data subject, the data controller or #ta grocessor;

23. EEA Member Stateany Member State of the European Union and antg Sthich is
party to the Agreement on the European Economi@Aas well as any State the nationals of
which enjoy the same legal status as nationalgaiéS$which are parties to the Agreement on
the European Economic Area, based on an interraticgaty concluded between the European
Union and its Member States and a State whichtipaidy to the Agreement on the European
Economic Area;

24.third country:any State that is not an EEA State.;

25. obligatory organisational regulatiorinternal data protection regulation accepted by a
controller or team of controllers employed in sevepuntries including at least one EEA coun-
try and approved of by the National Data Protectind Information Freedom Authority (here-
inafter referred to as Authority), obligatory fdret controller or team of controllers, which en-
sures the protection of personal data in the esetransmission to a third country by way of
unilateral commitment of the controller or teantohtrollers;

26.data breachillegal management or processing of personal datacally unauthorised
access, alteration, transmission, disseminati@suee (loss) or destruction or inadvertent de-
struction or damagét containsthe range of involved personal data, the rangenamcber of
subjects suffering data breach, the time, circunt&s and consequences of the breach and
measures taken to eliminate them, and other dai@fsa in the jurisdiction prescribing data
processing.

27.Data protection:ithe regulation of processing personal data (agtotrules, proce-
dures, tools, methods) in order to enforce theestlgj rights.

28. University Data Protection Officeran individual with higher education degree in law,
economics, IT or similar qualification, appointeglthe Rector or the Chancellor of the Uni-
versity. Furthermore, individual appointed basedhair professional skills especially exper-
tise at data protection law and practice as wedlgude for the performance of tasks.

29. Recipient:a natural or legal person, public authority, agemicanother body, to which
the personal data are disclosed, whether a thitgt panot. However, public authorities which
may receive personal data in the framework of dquaar inquiry in accordance with Union
or Member State law shall not be regarded as mtip;j the processing of those data by those
public authorities shall be in compliance with #pplicable data protection rules according to
the purposes of the processing;

30. Right of Accesgight empowering the holder to receive accesetegnal and special
data processed in a given data.file

31. Private useuse of personal data for any purpose in the laakithority specified in Sec-
tion 4. of this regulation.

3.8 The Principles of Data Processing
(1) The main principle of processing personal éafaurpose limitation.



(2) Personal data shall be processed for definitpgses, to exercise rights and fulfil commit-
ments. Data processing shall remain compatible igtimitial purposes in every stage; collect-
ing and processing data shall be fair and lawRiinCiple of lawfulness and fairness)

(3) Processed data shall be limited to what is searg and suitable in relation to the purposes
for which they are processed. Personal data magydiessed only to the extent and for the
period of time necessary for the realisation offibgose.

(4) The personal data shall retain this qualityryprocessing until the contact with the subject
is recoverable. Contact is recoverable with thgexilif the controller has the technical condi-
tions necessary for recovery.

(5) In the course of data processing the accuilatggrity and — if needed for the purpose of
data processing — up-to-dateness of the datalshalhsured, and that the subject remain iden-
tifiable only for the period necessary for the msp of data processing.

(6) During data processing the appropriate safépjecsonal data shall be ensured by the ap-
plication of technical or administrative measuresspecially those establishing protection
against unauthorised or illegal processing, inagweioss, destruction or damage of data.

(7) The controller is responsible for compliancéwihe principles of data processing, and
shall also be able to verify this.

(8) In the course of data processing, access thgoddta and data accessible on public inter-
est grounds, also the protection of personal dedfl se ensured.

4.8 The legal basis of data processing

(1) No personal data may be processed without legsk at the University.
(2) Personal data may be processed at the Uniyéfrsit
a) the subject gave their written consent, or
b) it is ordered by law or — on the basis of emapjurisdiction, within the scope specified
therein — a municipality rule for a purpose baseguablic interest (hereinafter: mandatory data
processing),
(3) Special data may be processed in cases dedanilsections (4)-(10) and also if
a) the subject gave their written consent,
b) in the case of data specified in Info. tv. 3.8@m a) it is necessary for the implementation
of a promulgated international agreement, or dridered by law for the guarantee of a funda-
mental right laid down in the Constitution, for ioatal security reasons, the prevention or pros-
ecution of criminal acts, or home defence interests
c) it is ordered by law in case of data laid dowmnifo. tv 3. § 3. item b) for purposes based on
public interest.
(4) In the event of mandatory data processingytpes of data to be processed, the purpose
and conditions of data processing the accessilaifithe data, the period of data processing,
the person of the controller are defined by the dawunicipality rule ordering the data pro-
cessing.
(5) Personal data may be processed if the con$éimé subject is unobtainable or would in-
volve disproportionate costs, and where the pracgss personal data:

a) is necessary for compliance with a legal obligatmmhich the controller is sub-

ject, or

b) for the purposes of the legitimate interests putsnethe controller or by the third

party or parties, except where such interests\egidden by the interests for funda-

mental rights and freedoms of the data subject.
(6) In the event of the subject’s inability to gieensent due to incapacity or other force
majeure, their personal data may be processecindgbessary extent for the purposes of de-
fending their own or other person’s vital interegigeventing or eliminating immediate risks



threatening individuals’ lives and physical intégror material assets during the existence of
the obstacles of the consent.
(7) If the purpose of consent-based data processitigg implementation of the contract con-
cluded with the controller in written form, the ¢ract shall contain all information relevant for
the subject under the law in connection with thecpssing of personal data, especially the
definition of data to be processed, the duratiodat& processing, the purpose of use, the fact,
and the recipients of the data transmission andabtieof employing a data processor. The
contract shall unambiguously contain that the stilfjas given their consent to the use of their
data as specified in the contract by giving thgnature.
(8) If the personal data is collected with the sabg consent, the controller, unless provided
by law otherwise, may process the data:
a) for compliance with a legal obligation to whitte controller is subjecor
b) for the purposes of the legitimate interests putsnethe controller or by the third
party or parties, if the support of these interesfgoportionate to the limitation of
right to the protection of personal data withouttier contribution, furthermore, is al-
lowed to continue processing after the subjecwitdsdrawn their consent.
(9) The subject’s consent shall be consideredangwith respect to personal data communi-
cated by them during public appearances or provigettiem for the purpose of public disclo-
sure.
(10) The consent shall be presumed in proceedamgshed on the subject’s application or on
their initiative, with respect to personal dataes=sary for conducting the proceedings, while in
other actions launched on the subject’s applicatioth respect to personal data provided by
them.
(11) In the event of ambiguity the subject’s refusfagiving their consent shall be presumed.

5.8
(1) Based on the principle of purpose limitatioatadprocessed in individual procedures may
only be used for the purpose of the implementatiotme given case and may not be linked to
other procedures or data; unless permitted by lalweosubject has given their consent, and the
conditions of data processing are valid for eaaherery personal data.
Further data processing for the purposes of amnahifar public interest, scientific and historical
research or statistics shall be considered as dilfggdawful data processing operation.
(2) The University may keep records of data indisadle for orderly operation, the pursuance
of employer’s rights and the organisation of tnagnprogrammes, furthermore those necessary
for the assessment and verification of entitlenterfacilities provided by legislation and the
organisational and operational regulation. For thigpose data containing the right owner’s
identity and their entitlement to the facility mbg processed.
The University is entitled to process data beloggim employees, students and individuals
participating in programmes without student statly with valid legal basis, with the estab-
lishment and performance of employment, fees, ifeesland obligations, with regards to the
pursuance and the fulfilment of citizen’s rightslasbligations, for national security reasons,
for the purpose of managing registries definedénrtational higher education act, to an extent
adequate for the purpose, limited to the purpoke. @mployees’ personal data — unless pro-
vided otherwise by social security rules — may tme@ssed for five years from the termination
of the employment. Students’ personal data rempendor processing for eighty years from
the notification of termination of the student stat
(3) If the data processing is based on the sulgjectsent, the purpose of data processing shall
be defined by the head of the administrative untheir field of operation.
(4) If any unavailable information necessary fae #tirangement of an issue or fulfilment of a
task — in case of personal or classified infornmgtigpen for processing under the law — is



obtainable from a primary information source, thavdrsity shall obtain it — unless provided
otherwise by legislation — from the primary inforthoa source by electronic means.

(5) Personal data collected for the purpose ohsifie research may only be used for scientific
research. The recognition of the relationship effiersonal data with the data subject — as soon
as allowed by the research goal — shall be madegently impossible, but until then the data
suitable for the identification of an identifiedidentifiable individual shall be stored separately
and may be linked to other data only for the pugsasf the research. The body or individual
performing the research may disclose personalafdyaif the data subject has given their con-
sent or it is necessary for the presentation ofrélselts of a research about historical events.
While using personal data in the course of a rebe#ne leader of the research shall be respon-
sible for compliance with the data protection rubesd is obliged to ensure that the participants
seek to observe the data protection and data sgcules of the research. If students also par-
ticipate in the research, or, in the course of jgigahg the results and the process of the research
for educational purposes, disclosure of persont@ ttastudents cannot be by-passed, it shall
be the responsibility of the leader of the researahthe teacher involved to lecture the students
on the data protection and data security ruleseafarce them. In the interpretation of this rule
research carried out with the participation of stud also applies to the preparation of the
dissertation of a doctoral student, in which cagesupervisor shall be responsible for lecturing
the student on the data protection and data saiktyg and enforcing thereof. A record of lec-
turing the students on the data protection and skxtarity rules shall be drawn up and under-
signed by the teacher, the researcher and thergtude

(6) Personal data processed in the framework ofdatany processing — unless provided oth-
erwise by law — may be taken over by the Centréic®for Statistics for statistical purposes
in a way that allows the identification of indivialinformation, and may process them as spec-
ified by legislation. Personal data collected, $farred or processed for statistical purposes —
unless provided otherwise by law — may be proceesbdfor statistical purposes as law pro-
vides; and the personal data shall be transfewedtétistical purposes so that it cannot be
linked to the data subject. It follows from thetstigcal purpose that the result of statisticabdat
processing cannot be personal data but aggregatadashd this result or the personal data will
not be used to support measures or decisionsirgfeaa specific individuals.

6.8 The University Organisation of Data ProtectionData Security and data processing.
Data Protection Officers

(1) The heads of the administrative units, the @rsity Student Union and its divisions, the

University Doctoral Student Union and the presidasftthe faculty doctoral student agencies

shall ensure that the rules laid down in this doenihare observed.

(2) The head of the institute of public educatioammained by the University shall ensure that

this regulation be applied appropriately to induats employed by them either in public em-

ployment, work contract or student status.

(3) Technical data protection related to IT toslghe responsibility of the IT Department of

the Services and IT Directorate as specified in4BS

7.8

(1) The University Data Protection Officer may futheir tasks as an employee of the control-
ler or the processor or in the framework of a sEngontract (they may be responsible for other
tasks, but care must be taken that these taskstdgenerate a conflict of interests). Regarding
the performance of their duties, they are bondneyabligation of secrecy and the confidenti-

ality of data.

The controller and the processor shall provideusses necessary for fulfilling their tasks and

ensure that they accept no instructions from anyatteregards to the fulfilment of their tasks;



the Officer is answerable only and directly to tbp management of the controller and the
processor.
(2) The University Data Protection Officer shall:

provide contribution and support to making decisicglated to data procession and the
safeguarding of data subjects’ rights;

control the observation of provisions of legislat@nd University data protection and
data security regulations as well as data seawtjyirements. In the framework thereof
they may require information and check the praatitdata procession, have insight
into any record, document connected to data priotect

investigate reports and in the event of deteatinguthorised data processing, call the
controller or processor to eliminate the probleeplace or correct data damaged, mod-
ified or erased due to unauthorised act) and siodity the Rector and the Chancellor.
The Officer shall keep a complaint management ceoothis respect (Annex 15.);

draft the University data protection and data secuegulation;

keep the Data protection registry (Annex 3.);

provide for education on data protection knowledge;

cooperate with the supervisory authorities and ntegi@ta breach without undue delay
— not later than 72 hours after having become awhitgotherwise attach justification
of delay) — to the Authority as shown by Annex Jlualess the University can prove
that the data breach is unlikely to result in & tsthe rights and freedoms of natural
persons. They shall notify the data subject withmdue delay — in close cooperation
with the Authority and observing their or otheratwed authorities’ instructions — if the
data breach is likely to result in a high riskhe tights and freedoms of natural persons,
in order to take the necessary cautionary measures.

represent the University at the conference of nakdata protection officers;

participate in a consultative capacity in forumscdissing data protection topics.

keep the records of the appointed data protecfificecs of the administrative units
keep a university data breach registry to contrehsures taken in connection with
detected data breaches and to notify the dataduljenex 1.).

(3) Faculties, directorates and the institute dilisieducation shall appoint at least one territo-
rial data protection officer each (hereinafter tbge: territorial data protection officer) from
the employees of the University. In the case otiltees, the Rector, in the case of the direc-
torates, the Chancellor, in the case of the irstitd public education, the head of the institute
shall appoint the territorial officer. One employmay be the territorial officer of several ad-
ministrative units at the same time, and one umiy ®mploy several officers. In this case the
appointment letter shall accurately describe wiegchtories belong to the officer in question.
(4) The territorial data protection officer espdgiahall:

follow an annual work plan to control the data ngeraent and data procession activi-
ties performed at the unit belonging to their teryi and in the course thereof inspect
letters and documentation related to data protectio

control the legality of data transmission (appimat— public data, other — and
measures), and keep a data transmission recottearnit in order to notify the data
subject (Annex 2.), which shall be forwarded tothmversity data protection officer at
the end of every month;

immediately report any data breach to the Univerdéta protection officer that hap-
pened or was detected in the unit belonging ta teeiitory (Annex 1.), and initiate the
modification of the data processing registry (AnBeX

draw the university data protection officer’s atten to data protection and data secu-
rity-related issues,



» cooperate in the regulation of access to electatlgiprocessed data and the drafting
and amendment of the University data protectiondated security regulation,

* participate in consultative capacity at forumslef administrative unit if data protec-
tion-related topics are discussed,

» prepares data subjects’ applications for accedatty erasure, prohibition of processing
data and forwards them to the head of the admanigér unit. Keeps records in connec-
tion with the foregoing.

8.8
(1) The university/territorial data protection a#r shall not substitute but support and coordi-
nate data processing related duties, personalmegplities in connection with observing data
protection standards of the heads and staff of midimative units.
(2) In the event of detecting any breach of lawassning the data protection regime, the head
of the administrative unit shall, in cooperatiorttwihe territorial officer, immediately take
measures to eliminate it. Should the measuretfalrector and the chancellor shall be notified
through the University officer, who, in case of frararly serious abuse, shall initiate the es-
tablishment of liability, compensation procedurdseve applicable, and arrange for restoring
the legal status.
(3) The rector and the chancellor of the univerkaye, with prior notification of the head of
the administrative unit, unlimited right, vice rert and heads of administrative units (including
presidents of boards) have rights restricted to firedd of competency of inspection into the
data protection of administrative units. Heads rimagsfer their rights of inspection to other
individuals. Obligation of secrecy applies to argonal data accessed in the course of inspec-
tion.
(4) Data processors and individuals covered iroit8is regulation shall preserve all personal
data accessed and processed by them as confldefdranation of the institution, and make
all possible effort to ensure proper protectiorréb& Only individuals who have made a dec-
laration of secrecy may be employed in such pasitfnnex 13-14.).
If this individual, based on their position or raihlas access to or gains possession of personal,
special or criminal data, they shall act as progielnfotv., especially use personal data only
for the previously fixed purposes and protect theadrom unauthorised access.
Using personal data processed by the university-ebtained from other controller to fulfil
tasks for the university — for private purposegrizhibited. Any employee violating this provi-
sion commits disciplinary offence.
(5) The data controller shall bear disciplinarymgensation, administrative and criminal re-
sponsibility for the lawful management of all parabdata accessed in the exercise of their
powers and the legitimate exercise of rights okas@vailable for the university registries.
(6) If the controller becomes aware that the dai@deu their management is incorrect, incom-
plete or untimely, they shall correct it or iniBatorrection with the staff member responsible
for recording the data.
(7) If the University concludes a contract withherd party for a purpose other than data pro-
cessing, but in the course of performing the tgsksonal data management is realised, the
contract shall stipulate the obligation to obseéhaeprovisions of relevant legislation, this reg-
ulation and the IBSZ.

9.8 The requirements of data security
(1) Data security: the totality of organisatiortal;hnical solutions and procedural rules against
unauthorised management of personal data, espestakss, processing, alteration and erasure
thereof; a status of data management where rigiriae threat included — are minimised by
organisational, technical solutions and arrangement
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(2) Controllers shall make arrangements for andycaut data processing operations in a way
so as to ensure full respect for the right to pryvaf data subjects in due compliance with the
provisions of this Act and other regulations onadattotection. Among several possible data
management tools the one providing the highest lefvprotection shall be selected unless
posing disproportionate difficulties for the corlieo.
(3) Controllers, data processors must implemenqaake safeguards and appropriate technical
and organizational measures (with regard to theeatistandard of technology) to protect per-
sonal data, as well as adequate procedural rulesftwce the provisions of Infotv. and other
regulations concerning confidentiality and secuoitylata processing. Data must be protected
by means of suitable measures against unauthaczss, alteration, transmission, public dis-
closure, deletion or destruction, as well as danaageaccidental loss, and to ensure that stored
data cannot be corrupted and rendered inacceskibleo any changes in or modification of the
applied technology.
For the protection of data sets stored in diffeattronic filing systems, suitable technical
solutions shall be introduced to prevent — unlbssis permitted by law — the interconnection
of data stored in these filing systems and thetifieation of the data subjects.
(4) Necessary measures shall be taken to safego#rdnanually and digitally stored and pro-
cessed data. Protective measures shall be propateiovith the threat and the danger of abuse.
(5) In respect of automated personal data proagsdata controllers and processors shall im-
plement additional measures designed to:

a) prevent the unauthorized entry of data;

b) prevent the use of automated data-processirigragsy unauthorized persons using

data transfer devices;

c) ensure that it is possible to verify and esslibto which bodies personal data have

been or may be transmitted or made available datg transfer devices;

d) ensure that it is possible to verify and essdibivhich personal data have been entered

into automated data-processing systems and whehyawtiom the data were input;

e) ensure that installed systems may, in case intions, be restored; and

f) ensure that faults emerging in automated dabagssing systems is reported.

By exclusively automated data processing, a decisased on the assessment of the data sub-
ject’s personal characteristics may be made ontlyafdecision is made for the conclusion or
the performance of a contract or if the decisioauthorized by law that safeguards to protect
the data subject’s legitimate interests are inglac the data subject has given their explicit
consent. In the event of such a decision, the slatgect shall, on request, be informed on the
applied method and its essence, also, must beegrapportunity to express their position or
lodging in an objection.

(6) The disclosure of any personal data processt#teaJniversity is prohibited unless so or-
dered by law. Students’ grades, exam results anéatit whether they receive any social ben-
efits are personal data; in the event of disclogstodes instead of names are applicable.

(7) In case of special data greater care shalkbecesed; proper technical and administrative
measures shall be taken to ensure that in the ea@finrgerforming data processing operations
special data are accessible only for staff for vehdeta processing related task they are strictly
necessary.

10.8
(1) To safeguargersonal data stored on computers or netwahesfollowing measures are to
be taken:
a) mirroring: the principal database of the netwaekver machine (hereinafter: server) contain-
ing personal data shall continuously be mirrorec gtysically separate database.
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b) backup: active data of databases containingoppatsiata shall be saved on a separate me-
dium as a safety backup at least once a week. Hugum containing the safety backup must
be guarded in a way guaranteeing high data security

c) archiving: the passive proportion of databasmgaining personal data — sets needing no
more processing and remaining unaltered — shadkparated from the active part and the de-
activated data shall be stored on a separate medium

d) fire protection: the server shall be kept iraéel/ lockable, air conditioned room equipped
with fire protection and safety alarm system.

e) power supply: the power supply of the servetl sflemequipped with a UPS, which, in the
event of power outage, provides smooth operationhfe period necessary for a safe system
shutdown.

f) virus protection: a virus protection softwareablrun non-stop on the server. Disinfection
shall continuously be ensured on every user’s dpesét networked portable computer (here-
inafter: work station).

g) access protection: Network resources are adtessnly with valid usernames and pass-
words. The replacing of passwords shall regulaglieliken care of. The passwords of the system
manager and the administrator users shall be reglag the head of the workplace at specified
intervals. Current passwords shall be kept in @gacetected from unauthorised access, and the
head of the workplace shall be provided documeategss to them any time.

(2) For the security opersonal data processed manualiige following measures are to be
taken:

a) fire and property protection: archived documehtl! be stored in safely lockable, dry room
equipped with fire protection and safety alarm eyst

b) access control: only competent administratorg have access to processed data. Data con-
cerning personnel, wages and labour shall be stoneinforced safes, those related to student
status shall be stored in a reinforced safe irparsge lockable room. Consignments containing
classified data may be opened only by the rectéah@rchancellor, or a deputy entrusted with
this task by them.

c) archiving: archiving of the documents of datagassing shall be carried out once a year.
Archived documents shall be sorted out and depbsgitehe archive in compliance with the
University records management policy and the acpian.

(3) The detailed definition of IT security provis® the classification of data processed at the
University into security classes, the rules of s#guequirements are contained in IBSZ, while
the data management rules of records are desadrilibd records management policy.

11.8 Data Protection
(1) Records or media containing personal data mayd University grounds only in duly jus-
tified cases, with the explicit approval of the ted the administrative unit in question. In this
case the employee holding the record or media Beaksponsible for its safekeeping, integrity
and blocking any unauthorised access. No reconasiting special data and state or business
secret are allowed out of the institution.
(2) Individual staff members are allowed to purdaéa management activities only to the ex-
tent necessary for fulfilling their scope of wogtaff performing data management shall ensure
the safety of the data and records processed hy. the
(3) Records containing personal data shall be dtiorédocked rooms. In worktime, staff shall
take particular care of the security of their a#8cand tools used for storing records and data.
Computers must be turned off and offices must bkdd when worktime is over. Staff must
handle and store computers and jointly used datiante block out unauthorised access.
(4) Entities in legal relationship with the uniwysshall arrange the management, storage of
intellectual property, research results, learnirggemnal, invention, etc. mainly with tools of the
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University, in case of university IT service in cpilance with the provisions of IBSZ. If data
of this nature is processed outside the Universtiaff shall ascertain whether the provisions of
this regulation are enforceable.

(5) The order of protection against fire is congginn the University work and fire safety reg-
ulations.

(6) Staff may use University computer infrastruetonly in accordance with its intended pur-
pose. The tools must be used for activities detarehe job description.

(7) Right of access to individual folders of theil#nsity file servers and the right to use intranet
outside the University is granted by the controlléne order of providing the right of access
and the rules of registry are contained in IBSZ.

(8) Staff shall take extra care to block unauthemtisccess to the passwords for University
systems. In this context

a) passwords must be modified every six months ineislesigned impossible to guess and
must not be given out.

b) terminals, work stations logged into any sysgdrall not be left unattended without logging
out,

c) staff shall not use other staff members’ resesitgithout authority,

d) it is forbidden to break technical restrictiggretecting network resources or to obtain other
users’ passwords, and

e) it is forbidden, outside regular worktime, topgpdelete or modify data and files of the
system or other users without permission.

(9) The central network and the individual worktistas are protected with a firewall and a
regularly updated antivirus software, the operatind updating of which is the responsibility
of the IT Department.

(10) The physical protection of the electronic dsttarage devices shall be properly ensured,
that is they shall be kept in locked, protectedmepno food or drink shall be consumed near
the IT tools, and staff may take only computerstguted with passwords out of University
grounds with strict inventory liability.

(11) In order to render the lawfulness of electtatta management operations with personal
data verifiable, the University records the follogriin an automated data management system
(hereinafter: electronic diary):

a) the definition of the range of personal datained in data management,

b) the purpose and cause of data management aperati

c) the exact time of the performance of the dataagament operation,

d) the identification of the person carrying ow thata management operation,

e) in the event of transmission of personal dagyecipient of the transmission.

The data recorded in the electronic diary may kendp access and use only in order to check
the lawfulness of data management, to enforcesdatarity requirements or to conduct criminal
proceedings. Recorded data shall be preserveeérioydars after the deletion of the managed
data.

12.8 Preliminary information of the data subject
(1) Prior to data processing being initiated theadaubject shall be informed whether his con-
sent is required or processing is mandatory, tpgae for which his data is required and the
legal basis, the person entitled to control the @aid to carry out the processing, the duration
of the proposed processing operation, and the psiteowhom his data may be disclosed (re-
cipients). Information shall also be provided oe tlata subject’s rights and remedies.
(2) In the case of mandatory processing such irdtion may be supplied by way of publishing
reference to the legislation containing the infatiorareferred to in Subsection (1).
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(3) If the data management is based on consentgoitteoller shall certify that the subject has
given their consent to the management of theirgrerlsdata and whether the consent was given
on a voluntary basis. If the subject’s written deation also covers cases other than this, the
application for consent shall be arranged in a @lagrly distinguishable from the other cases.
The subject is entitled to withdraw their consdrdray time, and they shall be informed about
this before giving the consent. The withdrawalh& tonsent shall be the same simple as giving
it. The withdrawal of the consent shall not affenet lawfulness of the consent-based, pre-with-
drawal data management.
(4) If the provision of personal information to thata subject proves impossible or would
involve disproportionate costs, the obligation fiormation may be satisfied by the public
disclosure of the following:

a) an indication of the fact that data is beindemtéd;

b) the data subjects targeted,;

c) the purpose of data collection;

d) the duration of the proposed processing operatio

e) the potential data controllers with the rightotess;

f) the right of data subjects and remedies avalablating to data processing; and

g) where the processing operation has to be regtstthe number assigned in the data
protection register, with the exception of Subset{R) of Section 68 of Infotv.

(5) The information for the data subject described urgiesection(1) —depending on their
relationship with the University — shall be providey the controller involved with the content
described and the method defined in Annexes 7at2.the information files shall be uploaded
to the University homepage. Information shall bevided in Hungarian, for non-Hungarian
speakers in English.

(6) If the controller wishes to perform further @g@irocessing on the personal data for purposes
other than their collection, they shall notify ghéject about this purpose and all other relevant
supplementary information prior to operations.

(7) The possibility of preliminary information igqvided for the subjects by the University
through the regulations available on the homephgg.an obligatory content element of the
students’ registry sheet and the work contractsttieother party shall acknowledge getting
acquainted with the provisions of the relevant lénsity regulations.

13.8 The data subject’s rights and their enforcemen
(1) The subject is entitled to request the corgrdibr information on the management of their
personal data and also has the right of inspeattorthem. Inspection shall be provided so the
subject may not have access to other individuatd.dThe subject’s right extends to requiring
rectification and — except mandatory data managemenasure or blocking of their personal
data.
(1a) The subject is entitled to have their persolash they allowed a controller access to in a
format widely used and readable on computer, asl lzds the right to transmit these data to
another controller without being hindered by thatoaller they previously made the personal
data available for if the data management is basetbnsent or a contract, and the data man-
agement takes place in an automated way. Thismgltnot adversely affect other individuals’
freedoms and rights; and may not be applied in ttesdata management is for public interest
or it is indispensable for the fulfilment of tasket the controller performs in the context of
exercising the public powers they are entrusted to.
In the course of exercising their right to datatg@bitity, the data subject is entitled — provided
it is technically feasible — to request the trarssian of their personal data directly between
controllers.
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(2) Upon the data subject’s request the data cltertishall provide information concerning the
data relating to him, the sources from where theyevobtained, the purpose, grounds and du-
ration of processing, the circumstances, effeceaccidental data breach and measures taken
to eliminate it, and - if the personal data of tla#a subject is made available to others - the
legal basis and the recipients (also in the eveamploying a processor, the name and address
of the data processor).
(3) Data controllers must comply with requestsifdormation without any delay, and provide
the information requested in an intelligible forimwriting at the data subject’s request, within
not more than thirty days. The information shalpbevided free of charge for any category of
data once a year. Additional information concerrimg same category of data may be subject
to a charge. The amount of such charge may be fixeth agreement between the parties.
Where any payment is made in connection with da#h was processed unlawfully, or the
request led to rectification, it shall be refunded.
(4) The data controller may refuse to provide infation to the data subject in the cases defined
under Subsection (1) of Section 9 and under Sedt®rShould a request for information be
denied, the data controller shall inform the daiajexct in writing as to the grounds for refusal.
as well as the possibilities for seeking judicehedy or lodging a complaint with the Author-
ity.
(5) Where a personal data is deemed inaccuratehanmbrrect personal data is at the control-
ler's disposal, the data controller shall rectifie tpersonal data in question. In the event of
detecting data alteration or incorrect data recgydne subject shall initiate the rectification or
correction of their data under processing, whi@dbntroller shall carry out within five days.
(6) Personal data shall be erased if:

a) processed unlawfully;

b) so requested by the data subject in accordaitbeParagraph c) of Section 14;

c) incomplete or inaccurate and it cannot be lalyfidctified, provided that erasure is

not disallowed by statutory provision of an act;

d) the purpose of processing no longer exists etabal time limit for storage has ex-

pired,;

e) so ordered by court or by the Authority.

The erasure shall carried out within five days gxt¢le case described in Paragraph d), where
the requirement of erasure shall not apply to pekdata recorded on a carrier that is to be
deposited in archive under the legislation on ttegetion of archive materials — and the fact
of this shall be officially recorded.

(7) Personal data shall be blocked instead of driagehe controller if so requested by the data
subject, or if there are reasonable grounds tewelthat erasure could affect the legitimate
interests of the data subject. Blocked data stefrocessed only for the purpose which pre-
vented their erasure. The data of the subject noayp@ erased if the data processing was or-
dered by law, but the data may not be transmittetie recipient if the controller agreed with
the objection or the court established the lawfsgnef the objection.

(8) The controller shall tag the personal data gseed by them if the subject disputes its cor-
rectness or accuracy, but the incorrectness ocumacy of the disputed data cannot be unam-
biguously established.

(9) When a data is rectified, blocked, marked ased, the data subject and all recipients to
whom it was transmitted for processing shall befiedt Notification is not required if it does
not violate the rightful interest of the data sabj@ light of the purpose of processing.

(10) If the data controller refuses to comply wiitle data subject’s request for rectification,
blocking or erasure, the factual or legal reasong/bich the decision for refusing the request
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for rectification, blocking or erasure is basedlishbea communicated in writing or, on the con-
sent of the data subject, electronically withirrtthdays of receipt of the request. Where recti-
fication, blocking or erasure is refused, the daatatroller shall inform the data subject of the
possibilities for seeking judicial remedy or lodgia complaint with the Authority.

(11) The data subject shall have the right to dldfethe processing of data relating to him

- if processing or disclosure is carried out sofelythe purpose of discharging the controller’s
legal obligation or for enforcing the rights anditemate interests of the controller, the recipient
or a third party, unless processing is mandatory;

- if personal data is used or disclosed for th@pses of direct marketing, public opinion poll-
ing or scientific research; and

- in all other cases prescribed by law

In the event of objection, the controller shallestigate the cause of objection within the short-
est possible time inside a fifteen-day time perambpt a decision as to merits and shall notify
the data subject in writing of its decision.

(12) If, according to the findings of the contro]léhe data subject’s objection is justified, the
controller shall terminate all processing operaifincluding data collection and transmission),
block the data involved and notify all recipierdsthom any of these data had previously been
transferred concerning the objection and the egsmirasures, upon which these recipients
shall also take measures regarding the enforceafi¢né objection.

(13) If the data subject disagrees with the denisaken by the controller under Subsection
(10), or if the controller fails to meet the deadlispecified in Subsection (10), the data subject
shall have the right under Section 22 to turn torcwithin thirty days of the date of delivery
of the decision or from the last day of the tinmeiti

(14) If data that are necessary to assert therdaigient’s rights are withheld owing to the data
subject’s objection, the data recipient shall héneeright under Section 21 Subsection (3) of
Infotv. to turn to court against the controller it fifteen days from the date the decision is
delivered under Section (22) of Infotv. in orderotatain the data. The controller is authorised
to summon the data subject to court.

If the data controller fails to send notice as dptin Subsection (3), the data recipient shall
have the right to request information from the coligr concerning the circumstances of non-
disclosure, upon which the controller shall makailable the information requested within
eight days of receipt of the data recipient’s regué/here information had been requested, the
data recipient may bring an action against therotiat within fifteen days from the date of
receipt of the information, or from the deadlinegmribed therefor. The controller is authorised
to summon the data subject to court.

(15) In the event of a breach of their data praogsselated rights, the subject may turn to the
University data protection officer or to court,tiate an investigation at the National Data Pro-
tection and Information Freedom Authority demandiognpensation for damages and griev-
ances. The University data protection officer seaimine the complaint and if has reasonable
grounds, initiates measure at the head of the Oriiterwise the officer shall reject the com-
plaint and notify the complainant in written fornitkwn 30 days from the delivery of the com-
plaint on the factual and legal reasons of thectije and inform them of the possibilities for
seeking judicial remedy or lodging a complaint witle Authority. If the court grants the ap-
plication, the controller shall be ordered to pdavihe information, rectify, block, erase the
data, destroy the decision made through automatamegsing, take the subject’s right to ob-
jection into consideration and release the dataasigd by the receiver.

(16) If data controllers cause damage to a datgesuas a result of unlawful processing or by
any breach of data security requirements, they phglifor such damages. If the data controller,
by unlawful data processing or by breaching datarsy rules, violates the personal rights of
the data subject, the latter may demand restitditaon the data controller. The controller shall
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be released from liability for damages and fromipgyestitution if s/he demonstrates that the
damage or the violation of personal rights wereaughd about by reasons beyond his/her data
processing activity. No compensation shall be pad no restitution shall be demanded where
the damage or the violation of rights was causenht@ntional or serious negligent conduct on
the part of the aggrieved party or the data subject

(17) The University as data controller is entittedobtain compensation against an employee
in public employment or work contract who, by bregkdata processing regulations, causes
damage within the legal status of their employm&he amount of damage demanded may not
exceed the public employee’s or work contractasig imonths’ work stoppage fee. In the event
of damage caused by intentional or serious nedliggmduct the total damages shall be reim-
bursed. In questions not regulated here, provisainAct | of 2012. on Labour Code, Act
XXXIII of 1992. on the legal status of public semis (hereinafter: Kjt) and the internal regu-
lations of the University shall govern.

DATA TRANSMISSION. INTERCONNECTION OF DATA PROCESSI NG
OPERATIONS
14.8 Common rules of data transmissions
(1) In the course of transmitting personal datagmvthat takes place as a mail consignment, care
must be taken that the consignment is posted cldsedthe course of transmitting personal data
protective measures laid down in IBSZ must be taken

15.8 Interconnection of data processing operationfata transmission

(1) Data processed at individual administrativeasigpecified in Annex 3 of Nftv. are connect-
able within the university if necessary. Intercoctien with other controller’s data is possible
where appropriate and only if the subject has gtheir consent or it is allowed by law and the
conditions of data processing are met for eacheaedy personal data.
Interconnection of data processing shall be reddstecontrollers to the University data pro-
tection officer on the data form in Annex 5., whntains the following:

* the names of the interconnected data processimgtopes,

» the purpose and designation of the interconnection,

* the time and duration of interconnection,

» its legal basis (University regulation supportihg fulfilment of law, statutory provi-

sions)

* the interconnector’'s name, position, unit, offigepne number,

* range and number of individuals involved in the&mbnnection,

» scope of interconnected data,

» method of interconnection (manual, computer, mixed)

» data security measures.
(2) Within the administrative system of the Univgrsthe data listed in Annex 3. of Nftv. — to
the extent and for the period necessary for thepdetnon of the task — may be transmitted only
to units fulfilling administrative and organisatadrtasks in connection with employment and
student status. If there is dispute between theumts about the data transmission, their com-
mon administrative superior shall decide.
Data listed in Annex 3. of Nftv. may be transmitteaxternal bodies disregarding the subjects’
declarations in compliance with the provisions #pstthere. The competent controller shall
notify the University officer about such data seevquarterly.
(3) Non-statutory, non-mandatory transmission withie university shall be officially recorded
in the unit performing the transmission, and sbhallreported to the University officer. The
registry contains the time, legal basis and renipoé the data transfer, the range of transferred
data and other data provided by legislation.
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Any request arriving from bodies or individuals €ide the university for the purpose of data
communication — except mandatory data servicedisténnex 3. of Nftv. — may be met only

if the subject gives the University their writteonsent or if allowed by law; and the controller
must make sure that the conditions of data proecgssie met for each and every personal data.
The subject may give a prior consent of such cantenich may apply to a period of time, a
specified range of bodies submitting requests hadtope of transferable data.

It shall be considered as the student’s unambiggounsent if the appropriate declaration is
made on the special portal established in therelgicteducation system (Neptun). With respect
to individuals holding public employment, work caatdt or other work-related legal relation-
ship or student status with the University who siilam application to an external call through
the University, the submission of the applicatibalsbe considered as their unambiguous con-
sent that the university may transfer the tendetted personal data to the principal and the
body entitled to control the submission, implemeataand accounts of the projects.

(4) The protocol of the request and the copy ofépdy given shall be stored at the place where
the data were processed. All data concerning résjaesving from national security services
— pursuant to Act CXXV of 1995 Section 42. — quatfa state secret, of which no other bodies
or individuals may be informed.

(5) If the data processing body or the controlésreives a request for such data the legality of
which they cannot assess, they shall notify thevehsity officer.

16.8 Data transmission to the Higher Education Infamation System (FIR)
(1) The chancellor shall authorise the contactqrerith FIR on behalf of the Office of Aca-
demic Affairs and verifies the institutional dagrace with an electronic signature. The veri-
fication of the electronic data communication féRshall be carried out with the contact per-
son’s electronic signature generated for admirtisggurposes (of at least advanced or other
security level specified by statutory provisions)mased on the agreement concluded with the
operator of the Central Electronic Service Systiana, system secured by the Client Gateway.
(2) The contact person shall report the studentdoatoral candidate’s personal data to FIR
within fifteen days from the establishment of thedgnt or candidate status; in the event of
changes in these data, they shall report the noadiidn within fifteen days from recording them
in their own registry. Data of certificates, diplag) supplements and obtained doctoral degrees
issued after finishing higher education studiedl ffgareported to FIR within fifteen days from
issuance. Relevant data of students in legal oglshiip with the dormitory, modification
thereof, the establishment and termination of lsgatlis and modifications in the students’ data
shall be reported to FIR within fifteen days fromeir occurrence.
(3) The contact person’s other report obligatianEIR:
- personal data of staff employed in lecturer, aeslger and teacher status (hereinafter: educa-
tors) and other employees within fifteen days fittvn establishment of the legal status;
- modification in educators’ personal and employtheata within fifteen days from recording
in the contact person’s own registry;
- in the event of the termination of the educaterigployment within fifteen days from the
termination of the status.

17.8 Data transmission in institutes of public eduation
(1) The data service obligation provided and spestiby statutory law as regards the public
education institute maintained by the universitgisbe fulfilled by staff appointed by the head
of the institute. The head of the institute shaftbrm the University data protection officer about
the name and position of the individual respondibtehe data service in a written form.

18.8 Data transmission for abroad
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(1) Transfer of data to EEA Member States shalldresidered as if the transmission took place
within the territory of Hungary. Data (includingespal data) may be transferred to a third
country if the data subject has given his explahsent and has received prior information
about possible risks arising from the data transfeit is allowed by statutory law, it is neces-
sary for important public interest, or the condisdaid down in GDPR Decree Section 49. and
Infotv. and if the adequate level of protectioritd personal data have been ensured in the third
country during the course of the control and prsicgsof the data transferred.

(2) Personal data may be transferred to third c@sin the interest of the implementation of
an international agreement on international leghl exchange of information in tax matters
and on double taxation, for the purpose and withdbntents specified in the international
agreement.

(3) In the event of data processing where datatngssion for abroad is foreseen, the subjects’
attention must be called to this circumstance lgetotlecting the data.

(4) Facts and circumstances regarding outboundsgatéce shall be documented as de-
scribed in Annex 2., one copy of which shall beescat the place where the data processing
took place for ten years and then deposit in thbiae.

CUSTOM DATA PROCESSING
19.8 Student records
(1) The student registry is the processing of degarding student status pursuant to provisions
of statutory law (mainly Nftv., Vhr.) and univergitegulations.
(2) The data of student registry may be used ferftitfilment of organisational and adminis-
trative tasks in a defined scope, mainly the estiatrient, modification and termination of stu-
dent status, the students’ completion of their anad and exam obligations, the establishment
and payment of benefits, the imposing, payment aliéction of fees, as well as purposes
defined by the data subject.
(3) For the purpose of the student registry, thevelsity operates an electronic education sys-
tem (hereinafter: Neptun), the university level @hoation of the work of organisations coop-
erating in the operation, development, maintenafeehich is the responsibility of the Direc-
torate of Students’ Affairs (DSA). The central adisirative tasks not supported by Neptun
shall be performed with other IT systems.
(4) The student registry contains the data oftadl $tudents of the university. Data listed in
Nftv. Annex 3 I/B shall be collected from individugtudents.
(5) The data are provided by the admission datadadehe registry sheet filled in by the stu-
dent. The data of individuals cooperating in tH&lfnent of academic and administrative tasks
shall be uploaded to the system by the adminis&ratnits based on their own registries. The
collection of data to be entered in the databask Isé conducted in writing (electronic or paper
based). No data shall be entered in Neptun by Vedmamunication.
(6) Data processed in the admission process ofcampé not admitted to the university after
the admission process or are admitted to the wsitydsut fail to establish student status shall
be erased six months after the end of the admigsimress.
(7) Figures entered in Neptun shall not differ frima data in the data source; the sameness of
data is the responsibility of the individual perfong the data entry. If the data contained in
the document serving as the data source is unnetelge, illegible, contradictory or incom-
plete, the data shall not be entered in NeptuntHausubject or the issuer of the original docu-
ment shall be requested to make correction or cetmopl of the data source.
(8) The controller of the student’s data is the D8l appointed staff at the faculty(ies) ac-
cording to the student’s programme. Furthermore stbdent’s data are processed by:
* appointed staff of the University Dormitories iretfunction related to dormitory
membership;
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» appointed staff of the University Library regarditgta in connection with the use of
the library and the library system;

* appointed member of the University Student UniotherUniversity Doctoral Student
Union regarding data of students working in coofenawith the union and data gen-
erated in connection with the fulfilment of taskdtweir competence;

* appointed staff of the Department of Finance reiggrtinancial affairs;

* educators announcing and running the courses @ibitehe student in the scope and
to the extent of their function.

The allocation of the rights of access is the rasjimlity of the DSA so that the controllers

can process and read the data only of studentadpatpto their sphere of competence.

(9) Data controller bodies may transfer data onityrthe permission of the accountable head
of the body, by observing the provisions of theutaion. The data transfer shall be initiated
by filling in the form in Annex 2. a). On assessthg lawfulness of the data transfer it is to be
considered whether the body requesting the daéamtiled to the processing of the data in
guestion.

Administrative units within the University eligibfer data transfer from Neptun are only those
competent to establish academic and exam obligatarailable social and other benefits, ser-
vices (e.qg. library, dormitory) and payment obligas concerning students.

(10) The provisions of this section (1)-(9) shadldpplied with the following differences with
respect to the participants of adult educatiomings organised and run by the University and
individuals not in employment status — pursuart.t§ of this regulation — with the University
but applying for or participating in habilitatiomqeedures and doctoral degree obtainment pro-
cedures:

» applicants for doctoral degree obtainment procediré&leptun,

» in other cases on paper basis or applying othéwvaaé operated by the controller,

» regarding invoicing in adult trainings, the regystif payments and the issuance of in-
voices shall be realised with an established coergubgramme at the Department of
Finances.

The operation and data processing of the gradaaéectracking system shall be regulated by
Annex 21. of the Kaposvar University Organisaticaxadl Operational Regulation (hereinafter:
KE SZMSZ) vol.l, while Annex 23. contains provis®for the operation and data processing
of the Alumni system.

(11) The data of the digital education system ghalprotected against unauthorised access,
alteration, transmission, disclosure, erasure strdetion as well as inadvertent destruction
and damage. To ensure this protection is the resgipibty of the system operator (IT Depart-
ment), the DSA and staff and units performing aatatrol and processing.

(12) The system operator shall take and maintaiglastandard of the following measures for
the security of the data stored on the servers:

a) store the servers in closed rooms equipped addguate physical protection. Ensures the
environmental and technical conditions of the op@neof servers;

b) generates safety backups of the active datatabdses containing personal data on a daily
basis. The backup an d the active database shsibbexl on media situated at separate sites;
) ensures that the servers containing personalattatnot accessible via direct network contact
and system intrusion is impossible through netvamtess;

d) ensures that in the event of power outage seweaan be shut down smoothly and without
data loss;

e) provides for the virus protection of servers;

f) in case the database server is accessed thteughal servers, the operator provides for the
allocation and withdrawal of IDs and passwords edeir login to terminal servers and the
setting of access rights minimally adequate forphigose of data processing;
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g) the system manager’s password for the serveittendll system must be locked inside a
fireproof metal box. The changing of passwords Isbalcarried out at least once every six
months.

(13) Neptun shall be allowed to log the fact, tiamel operator of data modifications.

(14) Further rules concerning student registryl@cedown in Nftv. and Vhr., also KE SZMSZ
vol.lll.

20.8 Employee records
(1) Employee records are data processing for tlrerdenting of facts related to public em-
ployee status, employee status, work contract, thetstatutory support of Nftv, Kjt, Mt., their
implementing regulations and KE SZMSZ.
(2) The data of the employee records are avaifabline establishment of employment-related
facts, certifying classification requirements, pdlymanagement, social security administration
and statistic data service.
(3) The employee records contain the data of appleyees of the university either in public
employment or any other legal status.
(4) The data of the employment records are provigethe data subject. The primary data
collection takes place at the establishment oéthployment legal status. Data provided by the
subjects as listed in Nftv Annex 3. I/A. shall legjistered.
(5) The regqistry is operated in mixed system, ommaters and manually. The controller is
responsible for data security. In establishingtdiglata security, the IT Department shall sup-
port the records operator.
(6) From the employment records data service idabla within the University for the rector,
the chancellor, the department of wages and laloehead of the unit with competence in
economic affairs as well as the heads and stafpetent in personnel and economic affairs
of units where the subject performs their task.
(7) For the security of data stored on the sergétle IT Department operating the IT system
shall take measures and maintain a high standdeddadown in 11.8 Subsection (9) of this
regulation.
(8)The data controller is the Department of Wagesklaabour of the Directorate of Economic
and Technical Management and the competent staffliministrative units. The rights of ac-
cess are allocated by the Department of Wages abhdur to make sure the controllers can
process and read only data of their scope of coenpet
(9) Employee data are processed
a) by the DSA in the context of and to an extemessary for the operation and use of the HR
module of Neptun,
b) the Tenders Office in the context of and to et necessary for the operation and use of
the Electronic Tendering System of the UniversiPER),
d) the University Library with regards to data f@aad to the Hungarian National Scien-
tific Bibliography (MTMT) and the use of the librasystem.

21.8 Wages and Labour records
(1) In the wages and labour records, provisionsrrefg to the employment register shall gov-
ern with differences described in this section.
(2) The controller of the wages and labour recisdbe Department of Wages and Labour —
to an extent necessary for the fulfilment of tlseiope of tasks — authorised staff of adminis-
trative units and the Hungarian Treasury with rdgdo the centralised salary payroll.
(3) The records shall be managed on computrers.
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22. 8§ Other IT services
(1) For the operation of its IT services and esgdbcthe mail and library systems, the Univer-
sity provides central access services.
(2) In order to implement the provisions of Subget(l), the IT Department operates an access
control system supporting the University IT sergicsing personal data from the employment
registry and the Neptun.
(3) In the context of the provisions of Subsectid) data of individuals not holding a legal
relationship with the University described in Sentil. but using the University Library system
shall be processed by the University Library wetgards to the use and to an extent necessary
for the Library system.
(4) The rules of operation of the MTMT databaseastained by a special regulation of the
University.

23.8 Electronic check-in system
(1) Where there is an electronic check-in systethatJniversity, its purpose is the recording
of the time of employees’ arrival at and deparfoven their workplace.
(2) The electronic check-in system installed inltheversity is used with a card allowing per-
manent access.
(3) The following range of staff is entitled to armanent check-in card:
a) individuals holding public employment, work c@ut or other work-related legal status with
the University who work in the given building;
b) individuals employed by other organisations @med to the operation of the University
who work in the given building.
(4) The administrational unit of the University olved shall keep a record of the permanent
access cards (card records) which shall contain:
a) card number,
b) user’'s name,
c) user’s ID (ID may be suitable to individual idiéoation only — but different from University
IDs used for other purposes),
d) duration of validity (indefinite or definite ped),
e) the definition of the territory affected by thght of access.
(5) Access to the data of card registry is avadaiily for staff appointed by the head of the
administrative unit in question and authorisedsiioach data processing by their scope of work.
Inspection into data registry is allowed in specedes: suspicion of administrative or criminal
offence. Inspection is granted by the head of thmiaistrative unit in question.
(6) Data related to permanent access cards aredeosmistermination of the user’s legal status
allowing permanent access, within 30 days fromeswtering the card but for the day of legal
status retrospectively.

24.8 Electronic surveillance system

(1) Where electronic surveillance system is insthlt the University, its purpose is the pre-
vention of unauthorised entry into the premisesrasdlting possible crimes against property.
(2) In the course of operating the electronic sillarece system video recordings containing
personal data are made.

(3) In the course of positioning the cameras, istine taken into consideration that the surveil-
lance system shall not violate human dignity, theeras shall not monitor employees’ private
lives and that the viewing angle of the cameras beget only on territories in accordance
with their purpose.
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(4) The University — pursuant to Mt. 11. § (2) dntbtv. 20. § (2) — shall ensure that visitors
to the University premises receive prior informatioith details prescribed by law about the
significant requirements of data processing rel&betie electronic surveillance system.

(5) The information for employees and student&ésresponsibility of the administrative unit
operating the electronic surveillance system. Ea#lét shall mention in relation to every cam-
era, for what purpose it was positioned in thaatmn and which territory its viewing angle
covers. The leaflet described in Subsection (4)l lekamade available for new employees on
entry, for students on registry. A copy of the lehall be attached to the employee’s — sig-
nature needed — and the student’s personal file.

(6) Pursuant to Act CXXXIIl of 2005 on persons grdperty protection and on the activity of
private detectives 28. § (2) item c), for thirdtpes wishing to enter its premises, the University
shall position signs at monitored spots to raisaraness of the surveillance system operating.
(7) The cameras record only images. The CCTV sysigptied by the university can be used
for direct observation (live image); only staff thfe reception service have right to indirect
observation and only to the extent necessary ®mp#rformance of their duties. The display
for viewing and possible reviewing of the imagesiimust be positioned in a way that individ-
uals outside the scope of eligibility cannot sesrttwhile the images are viewed.

(8) The cameras record images 24 hours a day. ddwds are stored on a hard disk for 3
working days, after which the system automaticallgrwrites the files rendering them unre-
coverable.

(9) The reviewing of the images is possible in gdeases. Only the head of the body operating
in the premises (rector and chancellor), individugbpointed by them, or bodies empowered
by legislation hold authority. Special cases ineldlde suspicion of disciplinary offences, ad-
ministrative or criminal offences. The files shadl transferred by the University only on direct
request of jurisdiction or authority. The reviewjrdata transfer and possible saving shall be
documented.

25.8 Access to and dissemination of public data
(1) Data whose dissemination is mandatory (pursteaimtfotv Annex 1.) is made available by
the University on its homepage for anyone witharspnal identification, unlimited, printable
and copiable, free of charge for the purposes sgention, download, printing, copying, net-
work data transfer. The updating of the data atifipd intervals is initiated by the data officer.
The disseminated data shall be protected from thoaged alteration, erasure, destruction and
damage.
(2) The University allows free access to the pubta and data accessible on public interest
grounds in its control — with the differences detinn Infotv. — on direct request for anyone.
The application may be submitted verbally, in wagtior digitally (Annex 4. a). Verbal appli-
cations must be recorded in written form accordménnex 4. a) not later than two working
days from the arrival of the verbal applicationeTdate of arrival of the verbal application is
the day of its recording in written form.
Unless provided otherwise by statutory law, thespeal data of the data applicant may be
processed to the extent necessary for paying thetfarged for meeting the demand and pre-
paring copies. Immediately after the lapse of toleéined by Infotv. and the payment of the
costs, the personal data of the applicant mustdsed.
(3) Data of an individual acting in the competeatthe University accessible on public interest
grounds are their name, task, position, executyacity, other personal data in the context of
their public duties and other personal data remtptblic by law. Data accessible on public
interest grounds may be disseminated by obserti@gtinciple of purpose limitation of data
processing. For the dissemination of data accessiblpublic interest grounds Annex 6. and
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the separate act of law on the publication of cgateessible on public interest grounds on
homepages shall govern.

Unless otherwise provided by law, data accessiblpublic interest grounds qualify as data
controlled by bodies or individuals providing sees which are either mandatory based on
contracts concluded with national or local governtragents or are impossible to meet other-
wise, refer to these activities and are not comsipublic.

(4) Data of public interest or data accessiblewnlip interest grounds are not accessible if they
fall under the act on the protection of classifigfrmation.

(5) Data generated or recorded in the course etesidn making procedure within the compe-
tence of the University, serving to support theisiea shall not be public for ten years from
generation. Access to this data — by assessingréhety of public interest in accessing vs.
blocking accessibility of the data — can be grargthe controlling administrative unit or the
head of the body in question.

(6) If the application for data is not clear, trentroller shall call the applicant to clarify the
demand. If the applicant fails to respond to thie foa clarification, the application shall be
considered as withdrawn. The applicant shall béiedtof this fact.

(7) The controller shall grant the application &mcess to data of public interest in the shortest
possible time but not later than fifteen days fwilog the arrival of the application.

(8) If the application refers to data substantiavolume or in number, the deadline specified
in Subsection (4) may be extended once fifteen.d8lge University data protection officer
shall notify the applicant of this within fifteerags of delivery of the application.

(9) The delivered application for data of publiteirest shall be forwarded by the controller to
the University data protection officer within tways. If the application did not arrive at the
administrative unit entitled to data service, tifiicer shall, assessing the subject of the appli-
cation, immediately (not later than 3 days) appthetunit obliged to perform the data service
and competent in compiling the reply, then forwtrd appointment with the application for
data of public interest to the head of the unit.

If the demand can be met, the administrative ynmitoanted to data service shall prepare the
data — or, on the applicant’s request — the capiade of them for inspection or sending, and
send their proposal — containing the calculatioa pbssible fee and its amount — through the
officer to the chancellor for decision making. Theiversity data protection officer shall keep
a data of public interest service registry basethennformation received from the unit meeting
the demand (Annex 4.).

(10) The applicant may receive a copy of the doatraepart of document containing the data.
The controller may— by authorisation of Govt. Dec801/2016 (1X.30.) — charge a fee for
making a copy, of the amount of which the applicgtmll be notified by the University data
protection officer before satisfying the demande Bpplicant shall declare whether they main-
tain their order within thirty days from the deliyeof the received information. The period
from sending the notification until the applicantlsclaration arrives at the University is not
calculated into the deadline available for satigfyihe data application. If the applicant main-
tains their order, they shall pay the fee to theversity within a deadline of at least fifteen
days.

On establishing the amount of the fee the follonsngt elements are to be taken into consid-
eration: the cost of the medium containing the redelata, the cost of delivery of the medium
containing the ordered data to the applicant, afssatisfying the order of data leads to the
disproportionate use of the labour resources nacgfs the performance of the core activities
of the public body, the charge of workforce-inpeeded for satisfying the data order. The
calculable amount of cost elements is defined wy la

(11) If the document containing data of public rest also contains data restricted for the ap-
plicant, the restricted data shall be renderedaageizable on the copy.
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(12) Data requests shall be complied with in arlyeescognisable form and - if the controller
can perform this without disproportionate difficgat — with the technology and method re-
quired by the applicant. If the ordered data wassamminated in electronic form earlier, the
request may be satisfied by marking the public s®apntaining the data.

(13) Of the refusal of the application, reasonsther refusal and information on remedies the
applicant is entitled to pursuant to Infotv., thaikérsity data protection officer shall, after
negotiation with the appointed administrationaltunotify the applicant within fifteen days
from the delivery of the order in written form —ibthe applicant sent their e-mail address in
the order — in e-mail. The officer shall keep aordcof rejected applications and the reasons
for rejection (Annex 4.).

The University is not obliged to comply with da&guests in parts where requests for identical
data range were applied for by the same applic@hinna year unless the data belonging to
identical range were modified; or if the applicaloies not give their name, in case of non-
natural entity their designation or the contacadgtvhere any information concerning the data
request could be sent.

Information about possibilities of legal remedy Itleantain that in the event of the violation
of their rights, the applicant may turn to the Wasity data protection officer with complaint
(the complaint shall be investigated pursuant to81@L4) of this regulation, or the applicant
may initiate an investigation at the Authority witference to the fact that the applicant suf-
fered impairment of right with respect to exeraistheir right of access to data of public inter-
est, or there is a direct threat thereof, or inethent of rejection of the application, the appiica
may turn to the competent court of justice withindays from delivery of the rejection. If, due
to the rejection of the request, the applicant makeeport to the Authority in order to initiate
an investigation, the action on the rejection distantive examination of the report and the
termination of the investigation shall be brougéfdse the court in compliance with Infotv. 55.
§ (1) item b) on termination or within 30 days frone delivery of the notification pursuant to
58. § (3).

(14) If the request refers to data generated bybaayd or member state of the EU, the control-
ler shall immediately take up contact with the Ebatal or member state involved and the data
protection officer shall notify the applicant oigHact. The period from the notification until
the delivery of the reply of the EU board or memdtate involved to the controller shall not be
calculated into the deadline available for the clhamge with the data request.

(15) If with respect to the rejection of applicatiior access to data of public interest, legistatio
allows the controller discretion, the basis of cén shall be given a narrow interpretation, and
the demand for access to data of public interegtlmeaejected only if the public interest sup-
porting the rejection weighs more than the pubiierest supporting compliance with the de-
mand to access data of public interest.

Application for access to data of public interestymot be rejected on the grounds that a non-
Hungarian speaking applicant drafts their applasatn their native tongue or any other lan-
guage that they understand.

(16) In the event of the rejection of their applica for access to data of public interest, or the
expiry of deadline available for compliance or fieefive expiry of the extended deadline, also
in order to ensure an effective review of the aniadifee charged for the compliance with the
data request, the applicant may apply to any auytistice.

(17) The lawfulness of and grounds for rejectidap dhe merits of the amount of fee charged
for making copies shall be proved by the University

26. 8

25



(1) Regarding the disclosure, rectification, upagtr removal of data, the operator of the of-
ficial University webpage shall log the date amdeiof occurrence of the event and the name
of the user that contributed to the generatiorhefdvent.

(2) Data of public interest to be disclosed shalsbnt by data sources — named in Annex 6. of
this regulation - by e-mail to the appointed stdfthe PR team of the Services and IT Direc-
torate (hereinafter: data disseminator). The datmce shall check the identicalness of the de-
livered and uploaded data. The data source shatincmusly monitor the accuracy, timeliness
and accountability of the uploaded public datargdtéblication. The data source shall generate
the rectified or updated data of public interest &srwards them to the data disseminator for
the purpose of disclosure.

(3) The data disseminator shall check the dataubfipinterest forwarded for the purpose of
disclosure whether they comply with the conditiohpublication format. The disseminator is
responsible for the electronic publication, pernmar@ecessibility, authenticity and updating of
the forwarded data. Besides the new state of tdated data, the fact and time of update and
the accessibility of the previous state in the efiiles shall be indicated.

(4) The uploaded data — unless the Infotv. or oldxgislation provide otherwise — may not be
removed from the homepage. In the event of theitetmon of the body, the obligation of
publication falls on the legal successor.

27.8
(1) Any request from the media — anonymised punstalegislation — shall in all cases im-
mediately be sent to the University data protectfiiter and the University spokesperson to
prepare decision. The decision shall be made byeitter and the chancellor.
(2) If the applicant wishes to access the data efspection, or to receive the copies personally,
the data protection officer shall take up contatthwhe administration unit participating in
satisfying the order and the applicant for the psgoof making an appointment. The requested
data shall be presented to the applicant by stdaffeounit participating in satisfying the order
in the premises of the unit. By signing the dedlaraspecified in Annex 4. b)-c) of this regu-
lation — constituting part of the file — the appint shall acknowledge that they have been
granted inspection into the documents and that lizene received the copies. In the event of
the failure of submitting such a declaration, tippleant shall not be allowed access to the
documents.
Appropriate time shall be granted for studyingdiaga in the room specially designated for this
purpose. While the applicant studies the presetbedment careful attention shall be paid to
answering the applicant’s questions, the secunitiumnchanged state of the data. The applicant
is entitled to take notes of the presented docusndifite applicant may receive copies of the
document or part of document containing the requaesata disregarding the method of storage,
against reimbursement.
(3) The data disclosure obligation laid down irsthection shall be satisfied by the public in-
stitute of education maintained by the Universdy,its own homepage. Disclosure shall be
ensured by the head of the institute of public atioo.

28.8 Closing provisions
() This regulation was adopted by the Senate giokaar University by electronic vote on 25
May 2018. in Decision No. 43/2018. (V. 25.). Thgukation enters into force on the day of its
adoption, while the previous Security Policy of ikapar University as well as the Rector’s
Orders No. 2. and 3. of 2013. shall terminate siamdously.
(2) The University shall comply with its informati@bligation concerning the rules of individ-
ual application for data of public interest by wgadling this regulation on its internet homepage.
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(3) In questions not regulated in this document tbgulations of IT security, record manage-
ment and other regulations of the University, ratgvcurrent Hungarian legislation and EU
Decree No. 2016/679 shall govern.

Kaposvar, 25 May 2018.

Prof. Dr. Szavai Ferenc DSc Dr. Borbéas Zoltan

rector chancellor
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Annex 1

Data breach record of Kaposvar University

The University data protection officer shall keepards to control data breach related measuretoamatify the data subject.

No. The scope | The range | Number of | Date and | The circum-| The effects | Measures | Other data | Date of en-
of personal | of entities | entities in- | time of the | stances of | of the data | taken to specified by| try
data in- involved in | volved in data breach| the data breach eliminate legislation
volved the data the data breach the data prescribing
breach breach breach data pro-
cessing
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Annex 1. a)
Content of data breach report

Content of report sent tbhe Authority
a) the nature of the data breach including — isgme — the range and number of involved entities,scope and estimated quantity of data
involved in the data breach,
b) provides information on the name and contaditdedf the data protection officer or other officappointed to provide further infor-
mation,
c) presents the possible consequences of the detah) and
d) presents the measures to handle the data bremoed at the mitigation of potential adverse egngnces and others — taken or planned
by the University.

The notification of the data subjestiall contain the description of the nature ofdata breach, and suggestions aimed at the mdigafipotential
adverse consequences for natural entities.

On establishing the detailed rules referring toftmen of the notification about the data breach #redprocedures to be applied, the circumstances
of the data breach shall receive extra attentictuting the fact whether the personal data wergéepted with adequate technical protective
measures which efficiently restrict the probabibifyoccurrence of abuse with personal data or dtivens of abuse. These rules and procedures
shall also take legitimate interests of the lawoecément authorities into consideration in caseenwarly disclosure would unnecessarily risk
the investigation of the circumstances of the tagach.
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Annex 2

Data transmission records of Kaposvar University

The controller shall, through the territorial datatection officer, for the purpose of examining tawfulness of the data transfer and the notifi-
cation of the data subject, keep records of datestnission, which — unless legislation or univgnggulation establishes a longer period of
time — shall be stored for 5 years, in case ofigpdata for 20 years.

No. The name of | Time/frequency/ | Legal basis| Recipient | Definition | Range of | Other data | Security Name of
the administra-| method of trans- | of data of data of scope of| data sub- | specified in | measures | registrar,
tional unit sat- | ferring personal | transmis- | transmis- | transferred| jects legislation taken in date of en-
isfying the data data sion sion personal prescribing | the course | try
service (con- data data pro- of data
troller) cessing transmis-

(name and | sion
address of re;
questing
body/individ-

ual; pur-
pose/legal
grounds/time

of data re-

quest)
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Annex 2. a.)

Data transmission application form — Based on stud# data registry

Name, mail address and phone number of body or
individual initiating data service

Objective and intended purpose of data request

Legitimate grounds for data request or the declafa-
tion of the data subjects

Date and time of data request

Deadline of data service

Frequency of data service (regular or single de-
mand)

Range of data subjects

Scope of requested data

Method of data transmission
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Annex 3.

All data processing performed at the Universitylldbarecorded. Registration shall be initiatedty controller with the University data protec-

Data processing records of Kaposvar University

tion officer (name and contact details) before canaing data processing.

name and
contact de-
tails of staff
logging
data pro-
cessing

data pro-
cessing ad-
ministra-
tional unit,
name and
range of
controllers

Name and
position of
individuals
with right
to access

purposes of
data proces
sion

legal range of
ground for | data sub-
data procest jects (and
sion number if
known)

scope and
source of
data

data trans-
mission:
range of re-
cipients (in
case of
third coun-
try recipi-
ents/inter-
national
bodies
guarantees
of conform-
ity), fre-
guency, le-
gal ground

deadline of
erasure of
data catego
ries

general de-
scription of
technical
and admin-
istrative
measures
(pursuant to
GDPR reg-
ulation 32.

(1)
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Annex 4.

Record of transferring data of public interest at Kaposvar University

No.

Sender
(with-
out

ID)

Date
of de-
livery
to the
Uni-
ver-
sity

Date of
delivery
to the
data
protec-
tion of-
ficer

Re-
quested
data of
public
interest

Name
of ad-
minis-
trative
unit in-
volved

Data of public
interest re-
leased
(dd_mm_yy_)
/ name of op-
erator/
method of re-
lease

Reply: ab ovo
uploaded on
the University
homepage
(dd_mm_yy )
/ method

Application
for access to
data of public
interest re-
jected
(dd_mm_yy_)
/ grounds

Extension
of deadline
(last day of
extended
deadline of
procedure)

Contains
data for
the prepa-
ration of
decision,
notifica-
tion of ap-
plicant of
this fact

Contains
data for
the prep-
aration of
decision,
proposal
for deci-
sion

Relocated in
the absence
of compe-
tence
(dd_mm_yy_,
where )

Legal
remedy
action
initiated

Deci-
sion
made in
legal
remedy
action
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Annex 4. a)

Application *

for access to data of public interest

Name of applicant (name of individual, de
ignation of legal entity or other body with-
out legal personality):

Name of representative (acting represents:
tive in case of legal entity or other body
without legal personality):

Mailing address:

Daytime contact details (telephone, fax, et

mail address):

Definition of requested data of public interest:

Copies of the data requested (underline | yes
where applicable): no

Fill in only in case of request for copies! | in person
| want to receive the copies (underline by mail
where applicable): by e-mail

| undertake to pay the costs incurred by producgjes to Kaposvar University prior to re-

ceiving the copies.

By giving my signature | acknowledge that if theolgation | submitted for access to data of
public interest needs rectification or completiororder to ensure it can be satisfied, and | fail
to provide necessary information to the controi@gquest, the controller shall consider my

application withdrawn.

ISSURA: <o e

signature

" After the termination of the case the persona dhtll be erased pursuant to 25.8 (2) of thislagign.
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Annex 4. b)
Declaration on inspection into records

I, undersigned (name of applichnt...........ccceevveveriiiiininnnnn.. wish to make this decla-
ration:

1. On this day | had inspection into the records distelow (title of inspected material),
of which | require/do not require copies:

2. | shall use and process the data accessed in tingecof inspection pursuant to Act
CXIl of 2011. on the Right of Informational Self-i2emination and on Freedom of
Information with attention to provisions of Hungarilegislation concerning rights of
personality and the protection of intellectual prot.

ISSUBD: ..
signature
Annex 4. ¢)
Declaration on personal reception of requested cogs
I, undersigned (name of appPliCANL..............covvvveeeiiieennnnn, wish to make this declara-
tion:

On this day | received copies of the records listeldw (title of inspected material).

signature

T After the termination of the case the personad gaall be erased pursuant to 25.8 (2) of thislatign.
¥ After the termination of the case the personal dhtdl be erased pursuant to 25.8 (2) of this et
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Annex 5.

Records of interconnection of data processing

No. Designation Objective, |time and legal name, ad- | entities in- | scope of in-| method of | data secu-
of intercon- | and in- duration of | grounds ministrative | volved with | tercon- intercon- rity
nected data| tended pur- | intercon- (statutory | unit, con- | the inter- nected data| nection measures
processing | pose of in- | nection law, univer- | tact details | connection (manual,
operations | terconnec- sity regula- | of staff per- | and their computer,
tion tion) forming in- | number mixed)
terconnec-
tion

The first copy stays with the administrative uretforming the interconnection, a second one slefbbwvarded to the University data protec-

tion officer. The records shall be stored at theti@ler for ten years, then be deposited in tlohiae.
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Annex 6. a)

GENERAL

DISSEMINATION LIST

I. Administrative, personnel data

Data concerning the public body

Update

Retention

atal3ource

Official name, headquarters, mailing addredspt®ne and fax number,
e-mail address, homepage, contact details of custearvice

Immediately after the changes

Delete previous statu

vice rector for strategy and develg
ment of education

Administrative structure with the denominatiaisunits; responsibilities
of individual units

Immediately after the changes

Delete previous statu

director of services, heads of adm
istrative units

Names, positions, contact details (phone/faxdd)rof management and
heads of individual units

Immediately after the changes

Delete previous statu

chancellor

In case of collegiate body, the numbers, contiposimembers’ names,
position and contact details

Immediately after the changes

Delete previous statu

head of involved body

Designation and data listed in (1.) of otherljpuodies operating under
its management, supervision, or in its subordimatio

Immediately after the changes

With keeping thergsiatus in
archive for 1 year

vice rector for strategy and develg
ment of education

Name, headquarters, contact details (phoneHasil), scope of activity,
name of representative of business entity in itpritg ownership or op-
erating with its participation; public body’s leva shareholding

Immediately after the changes

With keeping thermiatus in
archive for 1 year

asset management officer

Name, headquarters of budgetary entity estadlistiesignation of the le
islation founding the entity, its founding decisi@mticles of association,
CEO, webpage, operating licence

phmmediately after the changes

With keeping thergsiatus in
archive for 1 year

director of services, heads of adm
istrative units

Titles of papers founded, nhame and addressimfrad and publisher;
name of editor-in-chief

Immediately after the changes

With keeping thergsiatus in
archive for 1 year

rector / heads of faculties involved

Data specified in (1) of higher authority or snpsory body, regarding it
official decisions, of the body entitled to asséssappeal, in the absenc

simmediately after the changes
e

thereof the body exercising legal control

With keeping thersiatus in
archive for 1 year

rector, chancellor

p_

in-

n_
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Il. Data co

ncerning activity, operation

Data concerning public body

Update

Retention

[Batace

The valid and full text of related basic ledigla, legal instruments of
state administration defining its scope and cotiities, as well as the o
ganisational and operational regulation or orddsusfiness, and the data
protection and data security regulation

Immediately after the changes

With keeping thermsiatus in
archive for 1 year

rector, chancellor

Designation and content of public services mtegliby or financed from
its budget; the order of access to the servicesathount of fee charged
for the services, discounts from the fee

Immediately after the changes

With keeping thermsiatus in
archive for 1 year

administrative unit involved and
CFO / vice-director

Descriptive data of databases or records makdajname, format, pur-
pose and legal grounds of data processing, rangebpécts, sources of
data, in case of a questionnaire data collecttmguestionnaire to be
completed), the identification data of records éaéported to the data
protection records in compliance with this law;agmf data collected an
processed in the framework of its core activitg thethod of access, the
costs of making copies

Immediately after the changes

With keeping thergsiatus in
archive for 1 year

head of administrational unit ap
pointed for the management of
database/registry, collection an
processing of data

Title, topic of publicly available publicationsay of access, no-charge
nature or amount of remuneration

Quarterly

With keeping the prior status in
archive for 1 year

head of unit appointed for editin
publications

Collegiate body: order of preparation of decisiomethods of citizens’
contribution (commenting), rules of proceduresgpladime and publicity,
decisions, records and summaries of meetings;adatates unless re-
stricted by law

Immediately after the changes

With keeping therggiatus in
archive for 1 year

head of body involved

Public body: communications and notices pubtishe

Continuously

With keeping the prior status i
archive for 1 year

nrector / chancellor / in other cag
the head of the unit publishing
the communications and notice

D

Professional description, results and reasotsnafers launched

Continuously

With keeping thertatus in
archive for 1 year

head of the unit responsible for
announcing and management @
tenders

=

Public findings of examinations and testing perfed at body

Immediately after access to th
report on examination

aNith keeping the prior status in
archive for 1 year

rector, chancellor

Order of arrangement of applications for actestata of public interest,
name, contact details and place of appointmenboifpetent administra-
tional unit; name of data protection officer orfstasponsible for infor-

Quarterly

mation rights

Delete prior status

chancellor, headrof involved
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10. Results of law-based statistical data collectioncerning activity, their | Quarterly With keeping the prior status in CFO / vice director, vice rector
evolution over time archive for 1 year for strategy and development o
education
11. Relevant data of obligatory statistical repaytiegarding data of public inQuarterly With keeping the prior status in manager responsible for data re
terest archive for 1 year porting
12. Special and individual disclosure list Immeelia after the changes Delete prior status rectoancellor
[ll. Business data
Data concerning public body Update Retention
l. Annual budget, report according to the Accongtiaw or annual budget rekmmediately after the changes For ten years afibligation CFO / vice director
port
2. Aggregate data concerning the number and stp#fraditure; also the aggreQuarterly Keep in archive for the period |Head of Dept. of Labour
gate amount of the salary, wages and other regolauses and allowance$ specified in legislation but at
as well as the aggregate amount and types of ekpenfbr other staff least one year
3. Data concerning the names of beneficiariesudfbt support provided in | For sixty days from making the | For five years after publication CFO / vice dirct
compliance with the Public Finances Act, the puep@snount and place of decision
implementation, unless the support is withdrawtherbeneficiary resigns
before implementation
4. Designation (type), subject of contracts reldtethe use of government | For sixty days from making the | For five years after publication CFO / vice dimact

funds, the management of government-operated a#isetsrder of public

supplies, construction work investment, servicake of business, asset ref

covery, transfer of property or property valuentgyas well as awarding
concessions, the names of contracting partiesjahe of contracts, in cas
of contracts concluded for a definite period, #sipd, as well as the modif
cation of such data, except the data of procureimehe field of defence
and security and classified data, also procurenmmsuant to Act CXLIII
of 2015 9. § (1p) on public procurement and contracts concludedrasuat
thereof.

Contract value shall mean the consideration stipdléor the subject matte
of the contract calculated without VAT. In the eveha free transaction,
the higher amount of the market value and the wadke shall be taken int
consideration. For periodically returning contraetsoncluded for periods
over a year — the amount of consideration calcdlieone year shall be

decision

11

=
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used as a basis. The value of contracts conclugdtedive same subject ma'l(-

ter with the same party in the same year shalbbsutated in one aggrega
sum.

e

Payments exceeding five million HUF made fdreotthan the performanct
of core activities (especially sponsoring clubsfessional and employee
advocacy bodies, organisations supporting educatidtural, social and
sport activities for employees and beneficiariesjmpents in connection
with tasks performed by foundations)

cQuarterly

Keep in archive for the period
specified in legislation but at
least one year

CFO / vice director

Description of development projects implememdtti EU support, con- | Quarterly Keep in archive for at least ong CFO / vice director, Head of Te
tracts involved year ders Office
Public procurement information (annual plan, sumnar the evaluation o] Quarterly Keep in archive for at least one(CFO / vice director, Head of Ter

tenders, contracts concluded)

year

ders Office
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Annex 6. b)

SPECIAL DISSEMINATION LIST
I. Organisational, personnel data

Data

Update / legislation prescribin
publication

0 Retention

Data source

University Organisational and operational retjofa

Immediately after the change /
Nftv.

Do not delete the previous state.

Secretary oState

Il. Data

on activity and operation

Data

Update

Retention

Data source

Composition and decisions of the Senate

pursoad®ZMSZ / Nftv.

Do not delete the previous stat

eSecretary of the Senate

The results of graduate tracking survey in tirenfof abridged summary
and full study

At least annually / Vhr.

Do not delete the previgtate.

head of the administrational unit
performing the survey

Institutional information

At least every six months / Vhr.

Do not delete phevious state.

Director of Academic Affairs

Ill. Business data

Data

Update

Retention

Data specified in 43.8 of Act CXLIII of 2015. on IBlic procurement (Kbt.)

Immediately after the change /
Kbt.

As specified in Kbt

CFO / vice director

The performance of net HUF 100 million as a restiffublic procurement
procedure (from institutional appropriations)

Within 8 days of payment /
368/2011. (X11.31.) Govt. Decre
on the implementation of the

Do not delete the previous state

Public Finances Act

CFO / vice dire¢iead of Ten-
ders Office

41




Annex 6. ¢)

CUSTOM DISSEMINATION LIST
I. Organisational, personnel data

Data

Update

Retention

Data source

Articles of Association, Operating Licence oé tniversity

Immediately after publica-
tion in official gazette

Keep in archive for 5 years after pu

lication.

lrector, chancellor

The regulations of the University

changes

Immediatelteathe

Do not delete the previous state.

head of admatistral unit involved
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Annex 7.

DATA PROCESSING INFORMATION *#
for individuals entering into public employment, wak contract or
any work-related legal relationship with the University

Kaposvar University as employer/principal, is datitand liable to keep records of the data speci-
fied in Annex 3. I/A, Act CCIV of 2011. on Nation&ligher Education, which, as provided in
Subsection 4. of the above mentioned part of laggsi, it may forward.

The designation of the employer, the name andipaogif the public employee are data of public
interest, which may be disclosed without the publitployee’s prior knowledge and consent.

| acknowledge that

» the staff and the management of Kaposvar Universdy have access to and process my
personal data in the context of and to the extenessary for performing their job duties
and their managerial assignment.

* if, responding to an external invitation, | submitender through the University, the sub-
mission of my application shall be considered asumgmbiguous consent that the Univer-
sity of Kaposvar may transfer my tender-relatedpeal data to the principal and the body
entitled to examine the submission, implementadiod the accounts of the tender.

The rules of processing and protection of persdatd are contained in Act CXIl of 2011. on the
Right of Informational Self-Determination and oreeédom of Information and the Data Protection
Regulation fo Kaposvar University, which is availabnwww.ke.huin the Data of public interest
and Data protection menu options.

Issued: ......oovvvvviinnnnn,

signature

“41n case of public employment status, the infororashall be provided in soft or hard copy; in cafeork
contract or other work-related legal status, tHermation shall be built in the text of the contrac
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Annex 8.
DECLARATION AND INFORMATION FOR DATA PROCESSING °
for individuals entering into student status or dotoral student status with the University

undersigned: ........oviiiiiiiiiiii e (NAME) v ( @de and
date of birth) ..o (mother's name) ackmedge that

» Kaposvar University as employer/principal, is datitand liable to keep records of the data
specified in Annex 3. I/A, Act CCIV of 2011. on Nanal Higher Education, which, as
provided in Subsection 4. of the above mentionetigidegislation, it may forward;

« The staff and management of Kaposvar University, Winiversity Student Union and its
divisions, the University Doctoral Student Uniordahe representatives of the faculty doc-
toral student agencies in the context and to titenéxfthe performance of their official job
duties and their managerial assignments may haesado and process my personal data.

The rules of processing and protection of persdatd are contained in Act CXIl of 2011. on the
Right of Informational Self-Determination and oreédom of Information and the Data Protection
Regulation of Kaposvar University, which is avallabnwww.ke.huin the Data of public interest
and Data protection menu options.

By signing this declaration, | give my consent, that my personal data processed in the recorcapbk-
var University — over cases laid downAnnex 3. I/B, Subsection 4. Act CCIV of 2011. ontidaal
Higher Education- to the extent necessary for achieving the gpetified in the request, may be
allowed access to the range | specify below (chéudre appropriate):

work providers

members of the University alumni system

for research, opinion survey.
| give my consent that, after the termination of stydent status, the University contact me for the
purpose of the quality assurance of the programme.
| acknowledge that teachers and students may ugeenspnal data in the Neptun electronic education
system with the help of the suitable search functmfind the name | bear and my Neptun ID code as
well as send messages to me.
| acknowledge that it is considered as my unamhigumnsent to data transfer as described above if |
make the appropriate declaration on the personakvpord-protected portal in the electronic edunatio
system.
| acknowledge thaf, responding to an external invitation, | subatender through the University,
the submission of my application shall be consider® my unambiguous consent that the Univer-
sity of Kaposvar may transfer my tender-relatedpeal data to the principal and the body entitled
to examine the submission, implementation and tieeunts of the tender
| acknowledge that if | am awarded a scholarshindd by the university regulation or the statutés
the University Student Union (local unions inclufledd the University Doctoral Student Union (fac-
ulty agencies included) as such — pursuant to pianwé of the regulations of Kaposvar Universitye t
fact thereof and the goal of the tender and theustnimnded may be disclosed.

ISsUEd: .o

student
By witness whereof:
NAME: o e NAME: ..o e
AdAress: ..o e AdAress: ...
Signature: ..., SIgnature: ......oovvvvviii e

5> Information shall be sent in a personal notificatthrough the Electronic Education System.
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Annex 9.

INFORMATION ON DATA PROCESSING ¢
for individuals applying for admission at the Univesity in the context of
higher education admissions information

Kaposvar University as employer/principal, is detitand liable to keep records of the data speci-
fied in Annex 3. I/A, Act CCIV of 2011. on NationHligher Education, which, as provided in
Subsection 4. of the above mentioned part of lagesi, it may forward

The staff and the management of Kaposvar University have access to and process your per-
sonal data in the context of and to the extentsssug for performing their job duties and their
managerial assignment

The rules of processing and protection of persdatd are contained in Act CXIl of 2011. on the
Right of Informational Self-Determination and oreédom of Information and the Data Protection
Regulation of Kaposvar University, which is avalabnwww.ke.huin the Data of public interest
and Data protection menu options.

® The information shall be published in the highgn@ation admissions brochure.
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Annex 10.

Information on data processing
for individuals applying for jobs at the University included in the call for job tenders

Kaposvar University, as advertiser of job appliwas shall, as provided in 18. § (1) d) of Act
CCIV of 2011. on National Higher Education, processsonal data submitted in context of job
application until the evaluation of the tender.

The staff and the management of Kaposvéar Univensdy have access to and process your per-
sonal data in the context of and to the extentssarg for performing their job duties and their
managerial assignment

The rules of processing and protection of persdatd are contained in Act CXIl of 2011. on the
Right of Informational Self-Determination and oreédom of Information and the Data Protection
Regulation of Kaposvar University, which is avallabnwww.ke.huin the Data of public interest
and Data protection menu options

" The information shall be published with referetm¢he url as in Subsection 3. of the call for febders on the
University homepage, by the accurate indicatiothefpath.
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Annex 11.
Information on data processing

I. Information provided for participants of adult e ducation programmes organised and
run by the University

Pursuant to 21. 8§ (1) of Act LXXVII of 2013. on dtdeducation, in order to implement the
adult education programme/course (hereinaftemitrg) selected and to be heard by you, Ka-
posvar University shall process your data (theildetd the scope of data is available in the
regulation and information brochure mentioned bégJdar which you have given your consent
by signing the training agreement.

The staff and the management of Kaposvéar Univensdy have access to and process your
personal data in the context of and to the exteoéssary for performing their job duties and
their managerial assignment.

The rules of processing and protection of persdatd are contained in Act CXIl of 2011. on
the Right of Informational Self-Determination and Breedom of Information and the Data
Protection Regulation of Kaposvar University, whislavailable omwww.ke.huin the Data of
public interest and Data protection menu options.

II. Information for individuals not in legal relati onship with the University, applying for
habilitation procedure or participating in such

Pursuant to 6. 8§ (4) of Act CXII of 2011. on thgRl of Informational Self-Determination and
on Freedom of Information, in order to implemerg tabilitation procedure initiated and taken
by you shall process your data (the details okttupe of data is available in the regulation and
information brochure mentioned below), for whichuyrtave given your consent by signing the
application for launching the habilitation proceelur

The staff and the management of Kaposvar Univensdy have access to and process your
personal data in the context of and to the exteaéssary for performing their job duties and
their managerial assignment.

The rules of processing and protection of persdatd are contained in Act CXII of 2011. on
the Right of Informational Self-Determination ana lereedom of Information and the Data
Protection Regulation of Kaposvar University, whiskavailable on www.ke.hu in the Data

of public interest and Data protection menu options

[ll. Information provided for individuals not in le gal relationship with the University,
applying for doctoral degree obtainment procedure ad participating in such

Pursuant to 6. 8§ (4) of Act CXII of 2011. on thgRl of Informational Self-Determination and
on Freedom of Information, in order to implemerd ttoctoral degree obtainment procedure
initiated and taken by you shall process your ¢ details of the scope of data is available
in the regulation and information brochure mentwbelow), for which you have given your
consent by signing the application for launching doctoral degree obtainment procedure.
The staff and the management of Kaposvar Univensdy have access to and process your
personal data in the context of and to the exteaéssary for performing their job duties and
their managerial assignment.

The rules of processing and protection of persdatd are contained in Act CXII of 2011. on
the Right of Informational Self-Determination ana lereedom of Information and the Data

8 The information shall be built in the text of thgplication for adult education programme, the ijagibn for
launching the habilitation procedure, the applaafior doctoral degree obtainment procedure andetistra-
tion necessary for the use of library service.
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Protection Regulation of Kaposvar University, whislavailable on www.ke.hu in the Data
of public interest and Data protection menu options

IV. Information for individuals not in legal relati onship with the University, using the
library system of the University

Pursuant to 57. § (1) of Act CXL of 1997 on thetpobion of cultural goods, museum institu-
tions, public library services and community cudtand 6. 8 (4) of Act CXIl of 2011. on the
Right of Informational Self-Determination and ore€dom of Information, Kaposvar Univer-
sity, in order to provide you with the library see taken by you shall process your data (the
details of the scope of data is available in tlguiation and information brochure mentioned
below), for which you have given your consent lmyngig the registration necessary for using
the service.

The staff and the management of Kaposvéar Univensdy have access to and process your
personal data in the context of and to the exteoéssary for performing their job duties and
their managerial assignment.

The rules of processing and protection of persdatd are contained in Act CXIl of 2011. on
the Right of Informational Self-Determination amal Breedom of Information and the Data
Protection Regulation of Kaposvar University, whislavailable on www.ke.hu in the Data

of public interest and Data protection menu options
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Annex 12.

Information on the operation of electronic accessantrol system and electronic surveil-
lance system in the premises of Kaposvar University

/name of administrational unit/®

a) legal grounds for data processing:
The Data Protection Regulation of Kaposvar Uniwgrédownloadable from:

b) Description of the positioning of individual camas, their purpose, the territory or object obsgrwhether
the camera in question performs direct or fixedeobeation.

¢) Operator of CCTV system:

d) Place and duration of storing the files:

e) Data security measures concerning the storirigeoflata:
The Data Protection Regulation of Kaposvar Univgrédownloadable from:

f) Range of individuals with right to access datefinition of individuals or bodies to forward dataand in
what cases:

g) Rules concerning reviewing the files, purposesdse the files for:

h) Rights of employees with respect to the CCT\eaysand methods of exercising them:
The Data Protection Regulation of Kaposvar Univgrédownloadable from:

i) Legal remedies available in case of violatiorthd right to informational self-determination:
The Data Protection Regulation of Kaposvar Uniwgrédownloadable from:

In the event of entering into work-related legaltgs with the University:
I acknowledge the information above.

Name (block capitals):

(legible signature)/

% For individuals using the University infrastruatuthe information shall be provided in writing.
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Annex 13.

DECLARATION OF CONFIDENTIALITY
in case of public employees or work-related consrac

Undersigned, .......cooooviiiiiie i, (name of employee) .........eemeieii e (place and time
ofbirth) ... (mothersname) ..........cooveviiieiee v e (permanent address)
...................................... (position) ..........coeviiiiiiiiie i ieeee . ... (@dminisative unit)

as one in public employment or other work-relatedtact with Kaposvar University (hereinafter: Ueiisity) |
commit to retain any personal data, classifieé d&iave access to as a result of the activitighefnstitute and
performing my job duty, or fulfilling my tasks, amdso data qualifying as data protected by legatadr limited
to the practising of a profession and every faatimumstance the disclosure of which may have @#veonse-
guences to the University, any of its employeasjestts or contractors, or otherwise would createrdawful
situation. | also undertake not to provide unautieat individuals with information about the mengdndata, not
to publish or disclose them unlawfully.

The secrecy does not extend to the publicity cd d&public interest or the data service and infatiom obligation
specified in legislation with regards to data peilfdir public interest, also data that the subjestegprior consent
to disclose, approved of their publication.

Furthermore, | declare that in the event | faittonply with this declaration, | shall endure itvaise legal con-
sequences.

Kaposvar, 20.......cccccviiviiieiiiiee e
employee

By witness whereof:

NAME: e s e [N F= 1 (S
AAreSS: e AdAreSS: ..o
SIgNAtUre: ..o SIgNAtUre: ...oooeiiiii e
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Annex 14.

DECLARATION OF CONFIDENTIALITY

for contracting partners

Undersigned, .......ccoooviiiiiii i (name of employee) .........ocomeiiiiiiiiiiin (place and time
of birth) ... (mother's name) ..........coooiiiieiiie i e (permanent address)

| commit to retain any personal data, classifiathd have access to as a result of the activfi@posvar Uni-
versity (hereinafter: University) and performing oy duty, or fulfilling my tasks, and also dataatjfying as
data protected by legislation or limited to theqpbising of a profession and every fact or circumstathe disclo-
sure of which may have adverse consequences tdrtiversity, any of its employees, students or cmtors, or
otherwise would create an unlawful situation. bal&dertake not to provide unauthorised individudts in-
formation about the mentioned data, not to puldistlisclose them unlawfully.

The secrecy does not extend to the publicity od détpublic interest or the data service and inftian obliga-
tion specified in legislation with regards to dptalic for public interest, also data that the sgbpgave prior
consent to disclose, approved of their publication.

Furthermore, | declare that in the event | faittonply with this declaration, | shall endure itvaise legal con-
sequences.

Kaposvar, 20...............
declarant

By witness whereof:

NAME: e e [N F= 1 (S
AAreSS: .o AAreSS: ...
SIGNALUIE: ..o SIgNAtUre: ...ooooeiiii e
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Annex 15

Complaints management records

No..

Name, address,
phone number of
complainant indi-
vidual/body

Admin-

istrational
unit / con-
troller (re-
cipients of
complain)

Time of de-
livery/

Time of de-
livery at the
University
data protec-
tion officer
(day,
month,
year)?

Deadline; in the even
of extension the new
deadline (day, month
day) / naotification for
the complainarit

t Subject of
complaint /
scope of
data in-
volved

Name and
contact de-
tails of ad-
ministra-
tional
unit(s)/
controllers

Coopera-
tor’s task
in proce-
dure

Complain-
ant’s hear-
ing (if nec-
essaryy

Conclusion of investigation
informing the complainant
on on the rejec-
measures | tion of the
taken complaint,
omitting
measures
(with reasons
and possibili-
ties of legal
remedies)

Date of en-
try

10 Document containing transfer (e-mail, paper-based)

11 Notification (e-mail, paper-based) for the compéait

12 Record made on the hearing

52




Annex 16.

Attendance sheet
Data protection information / training
Venue:
Time:

Name and position of data protection instructor:

I, undersigned, declare that | took part in theaDatotection training/information session at theetispecified
above. | got acquainted with the valid data pradectegulation of Kaposvar University and | undketdo be
bound by them:

No.. | Name, position Administrational unit Signature(legible)
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